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Abstract

This paper explores the extent of the interaction of diplomacy with Artificial
Intelligence (Al), specifically with Al-generated imagery such as deepfakes, as it moves
rapidly into the digital public sphere. With central focus on perception and narrative control,
this paper uses a comparative analysis using three case studies from around the world in order
to investigate how these visuals can manipulate international discourse, while also further
examining the legal and ethical implications by identifying major gaps in jurisdiction and
oversight. It argues that, ultimately, the power of Al in diplomacy lies not in the image
themselves, but in how they are perceived, circulated, and later acted upon. Without the
presence of clear international standards, Al generated imagery risks being a tool of division
rather than cooperation. The findings of this paper underscore the urgent need for rights-based
regulatory frameworks that balance innovation of technologies such as Al with ethical

responsibility, ensuring that Al strengthens global and public diplomacy.
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Introduction

For the past few years, one word has become synonymous in every house, every
school, every business and every firm — and that word is Al. Artificial intelligence (Al) is the
ability of machines to perform tasks that are usually done by humans. Al can learn, reason,
solve problems, perceive, and make decisions (Stryker & Kavlakoglu, 2024). Artificial
Intelligence (AI) has emerged as a transformative technology in the past few years, in almost

every single sector.

Governments and international organizations are increasingly relying on Al-driven
systems to process huge amounts of data and predict geopolitical trends. The use of Al in
international relations is not just about automation but it represents a fundamental shift in how
states engage with one another and influence global narratives (Scott et al., 2018), which may
influence the way public diplomacy is viewed. Public Diplomacy is the practice of engaging
with foreign audiences to strengthen ties, build trust and promote cooperation (USC Center
On Public Diplomacy, n.d.), and diplomacy is no longer confined to backroom negotiations
and official summits; it is increasingly conducted in the digital public sphere (Mehdi, 2023),
where perception plays a critical role in shaping international relations. The growing
integration of Al-driven tools in global governance has significantly impacted policy-making,
conflict resolution, and diplomatic communication, reshaping government interactions on an
international platform. Al is becoming central to these processes, highlighting its applications
in contemporary governance frameworks. A significant area of application lies in enhancing
diplomatic decision-making, where Al-assisted tools are deployed to manage crises and

streamline communication (Pokhriyal & Koebe, 2023).
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The uses of Al are endless and vast, while it can be useful in governance and
diplomatic communication, it does present its own threats, and hence can be potentially
weaponized. Yes, it is universally agreed that Al is beneficial in numerous ways and in
various fields, but there are a few controversial and potentially dangerous uses of Al. One of
these which has come to attention is the generation of hyper-realistic images, including
deepfakes. These Al-generated visuals have the power to manipulate perception and even
disrupt diplomatic relations, raising serious ethical and security concerns (Pokhriyal & Koebe,

2023).

Deepfakes are a type of synthetic media consisting of fake images, videos or audios,
which may depict real or non-existent people, created using Artificial Intelligence (Al). They
are generated by machine-learning algorithms combined with facial-mapping software that

can insert data into digital content without any consent or permission.

When execution is excellent, the result can be extremely believable, but still fabricated
(Buftett Brief, 2023). It is usually associated with misinformation or fake videos of events that
never occurred in real life. The rise of such deepfakes has blurred the line between truth and

deception, making it harder to trust what is seen and heard on the internet and social media.

In the context of public diplomacy, this might have been used for propaganda, to
spread misinformation (Jingnan, 2024) as well as diplomatic manipulation, which threatens
the credibility of diplomatic communications. The increasingly rapid integration of Al into
public diplomacy also consists of the use of chatbots and Al-generated media by embassies
and international organizations to engage with the foreign public effectively (Virginia Blaser,
2023) (Beaty, 2024). The world is beginning to see just how powerful Al-generated images
can be in shaping public diplomacy—the way nations communicate, build trust, and influence

global opinion (Brandt, 2023). While these visuals can enhance engagement and strengthen
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international narratives, they also pose a serious threat. As social media and digital platforms
become the primary channels for diplomatic engagement, states are leveraging Al to monitor
public sentiment, tailor diplomatic messages, and counter misinformation campaigns (Scott et
al., 2018). This raises a crucial question: to what extent do Al-generated images shape
international relations, and how can governments safeguard truth in an age where seeing is no

longer believed?

However, it must noted that there is a thin line of difference between clear Al
generated images and deepfakes. When a prompt is entered into Al, an Al art generator
attempts to build an image by itself using its previous training data to combine different
aspects and form a single image based off of what it understood from the prompt. Deepfakes,
on the other hand, are trained to images or videos of one particular subject and are essentially
trained to replicate that subject in different ways. The similarity between these two lies in the
fact that they both can be used in a safe and harmless way, but can also be used for malicious
and threatening purposes (Puzder, 2024). In an era where diplomacy is deeply intertwined
with media narratives and public perception, the ability to differentiate reality from Al-
generated illusions has become critical. Al-generated images present both opportunities and

challenges, and could reshape the world in both constructive and destructive ways.

This paper will explore the extent to which Al-generated images are reshaping public
diplomacy, influencing how nations communicate, build trust, and engage with global
audiences. At this moment, it is believed that visuals speak louder than words (Tomboc,
2019), these images have the power to strengthen diplomatic narratives or distort reality
entirely. By examining their role in shaping international perception, as well as the ethical
dilemmas and legal challenges they bring, this paper seeks to uncover whether Al-generated
imagery is a tool for deeper connection—or a threat to the very foundation of truth in

diplomacy.



The Princeton Journal of Interdisciplinary Research
ISSN 3069-8200

This research paper seeks to uncover the profound impact of Al-generated images on
public diplomacy and international relations. It will explore how Al is not just shaping, but
sometimes reshaping narratives and perceptions, influencing the way nations present
themselves to the world. Through real-world case studies, this paper will examine moments
where Al-generated images played a pivotal role in diplomatic outcomes—whether by
strengthening global engagement or fueling misinformation and distrust. Beyond just their
influence, this research will also dive into the ethical and legal complexities surrounding Al in
diplomacy, questioning whether current frameworks are enough to protect truth and
transparency in an era where fabricated visuals can be indistinguishable from reality, and also

will unravel the dual-edged nature of Al in governance.

Hence, understanding the nuances of artificial intelligence and how it affects global
diplomacy is significant in ensuring this tool is used for fostering peace rather than provoking
unrest. Without strong ethical and legal safeguards, it risks entering an era where fabricated
visuals could dictate global narratives, making it harder to tell fact from fiction. But Al isn’t
just a threat, it can also be a tool for good. If used responsibly, it can strengthen diplomacy,
foster global understanding, and even drive peace efforts (Pokhriyal & Koebe, 2023). The
challenge is not just recognizing AI’s influence, it is making sure that this powerful

technology is used to bring nations together, not tear them apart.

AI Images and Public Diplomacy

Al in the study of diplomacy is a relatively new field, but it is rapidly gaining traction
among academics and policymakers. But, Al-generated images are seen being employed in
public diplomacy efforts, such as illustrating visually compelling narratives that promote
national interests or simplify complex geopolitical issues for global audiences (Pauwels,

2020). From data processing and policy suggestions to diplomatic simulations, governments
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are seen turning to Al in order to ease their workload and navigate themselves through this

increasingly complex world (Scott et al., 2018) (Scharre et al., 2018).

Role of Visuals in International Relations and Public Diplomacy

For ages, visuals have played a key role in International Relations (Herrmann et al.
1997). Public diplomacy relies on the power of images to construct national identity, persuade
foreign audiences, and enhance diplomatic engagement (Scott et al., 2018). Images have
historically long been powerful tools in shaping how nations are perceived on the world stage.
A few examples include the infamous “We Can Do It!” poster by Rosie the Riveter was a part
of American propaganda and became a symbol of women in the workforce during World War
IT (Cokely, 2018). However, when these images are not real, they tend to distort reality or
create a scene that never happened to fit a particular agenda. In a field like diplomacy where

perception is everything, trust barely survives in a world where seeing is no longer believing.

Diplomacy is not just about policies and treaties, it’s about the people of this world.
People can try very hard to be as rational as possible, but at the end of the day, they are
shaped by their perceptions and biases (Pronin, 2007). Public diplomacy is no longer just
about official statements and diplomatic meetings—it is about the battle for perception in the
digital sphere. Soft power is the ability to persuade and attract rather than coerce, making
public perception a critical factor in international relations (Nye, 2008). A single image, real
or artificially crafted, can ignite movements, sway public sentiment, and put pressure on
policymakers. Political struggles often revolve around controlling narratives, as politics in an
information age may ultimately be about whose story wins. It can serve as a call to action or a
tool of manipulation. If foreign publics cannot distinguish real diplomatic messaging from Al-
driven disinformation, they may become disillusioned and skeptical towards diplomatic

efforts. This reinforces Joseph Nye’s idea that soft power relies not just on communication but



The Princeton Journal of Interdisciplinary Research
ISSN 3069-8200

on the ability to generate genuine credibility - a quality that Al-generated misinformation
directly threatens, and because people are wired to believe what they see, the stakes have
never been higher. Al-generated images have the power to shape public discourse, influence
international relations, and either strengthen or break the fragile trust that diplomacy relies on
(Nye, 2008). The truth is, human minds are far more fragile than humans like to admit. When
a shocking image floods social media—a world leader appearing to sign a secret deal, a
supposed attack by a foreign nation, or a protest gone violent, most people don’t question it.
They react (The Media Education Centre, 2010). Outrage, fear, and confirmation bias take

over. And that is exactly what manipulators want.

The effect of biases on people’s perception of AlI-generated Images and Diplomacy

The human brain tends to take small shortcuts at times, called cognitive biases, and
they play a key role in decision making. For example - Confirmation bias, which is the
tendency to seek out and prefer information that supports preexisting beliefs. Once a certain
country is viewed as a threat by another nation, every action taken by the country will be
viewed through a suspicious lens, and other nations will err on the side of caution, even
though the action might be completely neutral or justified. Or the availability bias, which is
when the occurrence of recent events dominate thinking. One terrorist attack, for example,
might overshadow years of peaceful foreign relations between two nations, altering their
foreign policy overnight. Keeping this in mind, if the several narratives that flood screens due

to the media are taken into account, these biases only intensify further (Kahneman 2011).

Now, with Al-generated images, diplomats and entire governments are exposed to
misleading visuals such as deepfakes. A fabricated image isn’t just a lie—it’s a ticking time
bomb. Its immediate impact may be confusion or outrage, but the aftermath can be far more

destabilizing. Once misinformation takes root, it fuels long-term diplomatic distrust and alters
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public perception in ways that may be irreversible (Pauwels, 2020). Even after a deepfake is
debunked, its shadow lingers - sowing doubt, weakening credibility, and making future
diplomatic efforts more fragile. The public, once deceived, may become either deeply cynical
or dangerously reactive, responding to falsehoods with protests, or hostility. In this way, Al-
generated images do not just manipulate the present—they corrupt the future, leaving
diplomacy in a perpetual state of uncertainty (Varela, 2024). They are being used by state
actors, political organizations, and even rogue individuals with agendas to push. Some use
them to manipulate public opinion, stirring outrage or sympathy where it serves their interests.
Others use them as tools of coercion, spreading misinformation to weaken adversaries.
Governments, intelligence agencies, and extremist groups have realized the power of these
visuals, turning Al into a battlefield where the stakes are not just political, but deeply human

(Carson, 2024).

The implications are chilling. Public diplomacy is now at risk of becoming a game of
deception. Al-generated images can manufacture consent for war, destroy the credibility of
leaders, and create international crises where none should exist. Since these images play on

deep-seated biases and emotions, once the damage is done, the truth may never fully undo it.

And here’s the real problem: there are no universal regulations, no global safeguards,
no clear legal framework to control this. There is also a lack of accountability, since social
media is not restricted to anyone. The absence of regulations and safeguards makes it easy for
anyone to go online, create an account, and post these images. This inherently means that
neither social media platforms nor any country is responsible for what is posted online. While
some countries scramble to address Al-generated disinformation, there is no international
consensus, no binding agreement on how to deal with the threats these images pose. The rapid
evolution of Al has far outpaced the laws designed to govern it, leaving the world dangerously

unprepared for the crises it can create. (Wheeler, 2023) (McQue, 2025).
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If nothing is done, Al-generated images are essentially allowed to dictate diplomacy,
to manipulate public sentiment, and to redefine truth itself. There is another way - demanding
global accountability, pushing for stronger regulations, and equipping people with the media
literacy needed to recognize deception before it spreads. Perception is at the heart of
international relations, and it always has been, but given the current conditions, it's now more

fragile than ever.

Addressing the potentials and perils of AI

On the one hand, such Al-generated images can be manipulated as instruments of
deception to weave fictitious stories that will distort the fabric of reality and mislead public
perception. When such images or videos appear in sensitive diplomatic scenarios, they erode
the trust between nations, confuse their citizens, and even ignite conflicts based on farcical
premises (Pauwels, 2020). The manufacture of hyper-realistic content threatens the credibility
of any official communication, forcing questions of authenticity and truth in this era where

seeing is not believing (Varela, 2024).

On the contrary, Al images can equally be used as tools for amplifying voices, rallying
public opinion, and bringing global attention to humanitarian crises. Thus, in public
diplomacy, Al-generated pictures could serve as calls to action, summoning international
communities to respond where traditional media coverage fails. Such imagery humanizes
tragedies happening thousands of miles away, encouraging sympathy and outrage and thereby

pressuring governments to respond to serious issues plaguing humanity today.

There are two sides of Al-generated visuals. On the one hand, manipulation; on the
other, awareness. They paint a very complex picture of artificial intelligence in diplomacy.
They underscore the urgent need for regulatory frameworks, ethical considerations, and a

public educated enough to know when Al enhances transparency and dialogue rather than
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deception (Varela, 2024). Two case studies will be examined to discuss the concerns of Al
images, each demonstrating an enormous potential for, and perhaps danger of, artificial

intelligence to shape diplomatic processes worldwide.

Case Studies

Deepfake Video of President Zelenskyy during the Russia-Ukraine Conflict

In March 2022, a deep fake video of President Volodymyr Zelenskyy surrendering to
Russian forces surfaced the internet. The widely circulated video was intended to weaken
Ukrainian morale and create confusion amongst publics of international allies. Ukrainian
officials were quick to debunk the footage, however its brief existence highlighted the
vulnerabilities of diplomacy in Al-generated misinformation. Furthermore, this incident raised
concerns about the ethical use of Al in warfare and the responsibility of social media

platforms in mitigating digital propaganda (Reuters, 2022).

The deepfake spread all across the Internet in 2022, alleging that Zelenskyy urged
people to surrender. It ended up being a fabricated Al-generated illusion designed to

demoralize Ukraine, destabilize international support, and manage the perception of the war.

When deepfake technology is used to spread misinformation, it directly threatens trust
in diplomatic communication (Byman, 2023). The relationship between governments and
their citizens, and the broader structure of international relations all depend on credibility.
Public diplomacy, which is built on shaping perceptions and fostering transparency, becomes
especially vulnerable when Al-generated images or videos manipulate reality. A single
falsified visual can spread false narratives, heighten tensions, and weaken confidence in
global institutions (Nye, 2008). As these technologies become more advanced, distinguishing
between real and fabricated content is becoming increasingly difficult. Addressing these

challenges requires stronger international regulations, improved Al detection tools, and
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greater public awareness to safeguard the integrity of diplomatic communication in an era

where misinformation is increasingly sophisticated and widespread.

The Zelenskyy deepfake extended immediate impact signals an intensification of the
crisis engulfing the world of diplomacy. Picture a deepfake of a world leader issuing a
declaration of war, or footage misrepresenting a military strike- one that never happened. The
implications would be catastrophic. Diplomacy relies on clarity and truth-two things that Al-
generated misinformation threatens to destroy (Byman et al., 2023). The dire consequences
behind the growing threat demand immediate action. Governments should invest in systems
that detect Al-generated media in order to identify and debunk deepfakes before they spread
(Pokhriyal and Koebe, 2023). Then the international community needs to enact laws and
regulations regarding the use of Al-generated misinformation, ensuring that nefarious actors
cannot misuse this technology for their political purposes (Wheeler, 2023). Lastly, the general
populace must be educated, because in a world filled with near-perfect illusion-making Al,

being able to question and verify information is most important now.

The Zelenskyy deepfake was a warning, if this threat is not tamed, Al-generated
images will lay waste to diplomacy as a battlefield of deceit in which nations falter in
constraining true from falsehood. If Al is chosen for good, in a manner that supports
international peace, rather than letting it slip into an arena of desolating misinformation-then

we have a foundation for international diplomacy.

Al in Humanitarian Diplomacy in the Middle East — “All Eyes on Rafah”

Figure 1
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“ALL EYES ON RAFAH?” Instagram Post

The viral image of "All Eyes on Rafah" is a powerful testament to how Al-generated
visuals can shape public discourse, and collective consciousness. Unlike deepfake
misinformation, this image was used to raise awareness rather than deceive. This image,
depicting a vast refugee camp with the bold message constructed from buildings or tents, is
not a real photograph—it is an Al-generated composition that blurs the line between truth and
artistic representation. Yet, its impact is undeniably real. This image is a striking example of
how Al-powered visuals amplify narratives, evoke emotions, and mobilize international
opinion, reinforcing the role of public diplomacy in conflicts and humanitarian crises. It
represents a new era where Al is not just a tool for information but a weapon in the struggle

for global attention and political influence (Shamim, 2024).

At the core of public diplomacy lies balancing the global hearts and minds. It is about
creating perceptions, generating support, and manipulating foreign audiences in ways that
classical diplomacy does not always succeed. Al-generated images, such as "All Eyes on
Rafah", exemplifies how digital protesting, advocating, and awareness-raising takes place at

unprecedented speed to reach audiences worldwide (Nye, 2008).
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The image itself is designed to provoke emotional response. The sheer scale of the
refugee camp, exaggerated through Al's ability to create hyper realistic images, forces the
viewer to confront the humanitarian crisis in Rafah, Gaza. The image creates an impression of
urgency, whether completely true or not, and reinforces the notion that the world's attention

must be acted upon and not set aside.

Governments, activists, and even mass media organizations have long used images to
shape narratives for international relations (Herrmann et al. 1997). Al makes it easy to
customize emotional manipulation and much more accessible so that individuals or grass-
roots movements can produce very persuasive visuals using little more than an Al tool and a
message. All this makes public diplomacy well-equilibrated, where till now only the states or
large media houses could construct powerful imagery and opinion in the world (Mehdi and

Fatime, 2023).

So, what are the ethical implications of using Al-generated imagery for international
diplomacy regarding when influence ends and misinformation begins? "All Eyes on Rafah"
effectively brings to the fore a real humanitarian issue, but, all the same, its artificiality raises
the issue of whether and to what extent Al-generated content can really misrepresent, obscure

factuality, or mislead public perception (Byman et al., 2023).

To many the emotional response is paramount, yet this creates a very dangerous
precedent. The image demonstrates how Al can shift policy conversation. The virality of the
image shows Al-generated content's ability to shape public opinion and indirectly sway
foreign policy choices. A silent government will be deemed callous in the face of human
suffering, while one that speaks may just find itself embroiled in complicated geopolitical

ramifications (Mehdi and Fatime, 2023). Thanks to social media, these stakes are truly
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heightened, making it impossible for governments and international organizations to ignore

the might of Al

The case of "All Eyes on Rafah" is more than just a momentary viral trend—it is a
turning point in how Al-generated visuals shape public diplomacy and international relations.
This image exemplifies both the power and peril of Al in diplomacy, demonstrating how
artificial intelligence can galvanize public sentiment, advocate for justice, and challenge
global institutions, while also raising concerns about the potential for manipulation, bias, and

ethical ambiguity (Varela, 2024).

As Al technology continues to evolve, the world must grapple with new norms of
digital diplomacy. Al-generated visuals must be used ethically and frameworks must be
established to prevent misinformation while preserving the power of Al as a tool for
advocacy, because as this case study shows, Al is no longer just shaping images, it is shaping

history itself.

Al-generated News Anchors and Digital Propaganda in China

Among the most notable developments in Al-driven communication is the emergence
of Al-generated news anchors, particularly in state-controlled media. Nowhere is this more
evident than in China, where government-run news agencies have incorporated Al-generated
news presenters to expand their reach, enhance efficiency, and maintain control over
information narratives. While these digital news anchors are framed as technological
advancements, their use has significant implications for public diplomacy and international
relations. Al-generated visuals, particularly in state-controlled journalism, shape public
perception and redefine the global information landscape. This case study examines the extent

to which Al-generated visuals, specifically China’s Al news presenters, affect global
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diplomacy, with a particular focus on their role in public diplomacy and international

influence.

The introduction of Al-generated news anchors by China’s Xinhua News Agency in
2018 was presented as an innovation in digital journalism. These synthetic presenters,
modeled after real-life journalists, are capable of delivering news broadcasts around the clock
in multiple languages, increasing the efficiency and the reach of state-controlled media
(Regan, 2018). In the context of public diplomacy, Al-generated news anchors offer a
strategic advantage to China by allowing it to present a unified narrative to international
audiences without the variability of human interpretation. By eliminating the risk of
journalistic freedom and deviation, these Al-driven visuals ensure that government-approved
content is disseminated consistently, reinforcing official narratives while minimizing dissent
(Cimmino and Michta, 2024). The use of Al in diplomacy has been associated with data
analysis and policy recommendations, but Al-generated visuals now provide a direct channel
for diplomatic messaging, allowing governments to engage foreign publics in a way that is

both seamless and controlled.

China’s deployment of Al-generated news anchors is not limited to domestic
audiences, rather it is a calculated expansion of influence in global media ecosystems.
Through platforms such as China Global Television Network (CGTN), Beijing has positioned
itself as a significant player in international news, using Al-driven journalism to engage
foreign audiences and present a Chinese perspective on global affairs (Van Noort, 2022).
Public diplomacy, which seeks to shape international perceptions and foster diplomatic
relationships, relies on the credibility and reach of media outlets (Matyas Bohacek and Farid,

2023).
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The strategic use of Al-generated visuals in global diplomacy is evident in China’s
response to geopolitical tensions and international criticism. During moments of diplomatic
controversy, Al news anchors have been used to present China’s official stance in a controlled
and highly polished manner. For example, in response to criticism over its handling of the
Hong Kong protests and human rights concerns in Xinjiang, China’s state media utilized Al-
generated news presenters to deliver government narratives that downplayed dissent and
reinforced the legitimacy of state policies (Milmo and Hawkins, 2024). Unlike traditional
journalists, who might engage in investigative reporting or provide alternative viewpoints, Al-

generated anchors deliver pre-approved scripts that align with government messaging.

This use of Al-driven visuals in diplomacy ensures that China maintains control over
international narratives, limiting the influence of foreign media and independent journalism

(Milmo and Hawkins 2024).

Al news presenters are designed to appear professional, authoritative, and impartial,
yet they operate entirely within the confines of government-controlled information systems.
This creates a situation in which foreign audiences may perceive Al-generated news reports as
objective journalism when, in reality, they are carefully curated diplomatic tools (Van Noort,
2022). Al-generated news reporters may exploit the public’s cognitive biases to enhance their
credibility and influence public perception. For example, Authority bias may lead audiences
to believe the information provided by Al anchors simply because they appear professional
and authoritative, despite them essentially spreading state-controlled narratives. Similarly,
confirmation bias reinforces one’s preexisting beliefs, and hence one may accept or reject Al
news based on their preconceived notions about a matter. When Al-generated visuals become
indistinguishable from real journalism, the risk of foreign publics being influenced by
controlled narratives increases, affecting how nations engage with one another on the

diplomatic stage.
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The absence of international regulations governing Al-generated journalism creates a
significant gap in media ethics, allowing state-controlled entities to utilize Al-driven visuals
without oversight. If Al-generated news anchors become a standard feature in state-run media
worldwide, the potential for an information environment dominated by synthetic content

increases, raising concerns about the integrity of diplomatic communication.

Another critical concern is the impact of Al-generated visuals on the public’s ability to
discern reliable information. In traditional journalism, investigative reporting, fact-checking,
and editorial oversight serve as safeguards against misinformation. However, Al-generated
news anchors remove these safeguards, presenting pre-scripted narratives with an appearance
of professionalism and accuracy. This has profound implications for public diplomacy, as
audiences may be less likely to question the authenticity of Al-driven news reports,

particularly when they are produced with a high level of visual realism (Carson, 2024).

China’s use of Al-generated news anchors also reflects broader trends in the
intersection of artificial intelligence and global governance. Al-driven media strategies are not
only tools for domestic control but also instruments for international influence. By integrating
Al-generated visuals into its public diplomacy efforts, China is shaping global perceptions of
its policies, and geopolitical stance. The ability to control information through Al-generated
news presenters allows China to engage in diplomacy on its own terms, minimizing the
influence of independent journalism while maximizing the reach of state-approved narratives.
This shift represents a significant transformation in how nations communicate with global
audiences, moving beyond traditional forms of diplomatic engagement toward a future in
which Al-generated visuals play a central role in international discourse (Milmo and Hawkins,

2024).
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Al-generated visuals, particularly in the form of Al news anchors, therefore have a
profound impact on diplomacy. China’s strategic use of Al-generated news presenters
highlights the extent to which artificial intelligence can be employed to shape public
diplomacy, influence foreign audiences, and control international narratives (Van Noort,
2022). By leveraging Al-generated visuals, China has created a powerful tool for expanding
its global media influence while maintaining strict control over its messaging. However, the
rise of Al-driven journalism also raises serious ethical and diplomatic concerns, including the
erosion of journalistic integrity, the manipulation of public perception, and the potential for an
Al-driven information arms race. As Al-generated visuals continue to shape the landscape of
global communication, the need for international regulations and ethical frameworks becomes
increasingly urgent. Without safeguards, Al-generated media risks undermining trust in
journalism, complicating diplomatic engagement, and reshaping global public diplomacy in
ways that prioritize state-controlled narratives over independent reporting. The extent to
which Al-generated visuals will redefine diplomacy remains an open question, but their

influence on public diplomacy and international relations is already undeniable.

Ethical and Legal Implications

The increasing use of artificial intelligence in media and diplomacy has raised serious
ethical and legal concerns, particularly with Al-generated images. While these visuals have
the potential to enhance diplomatic communication, and provide innovative ways to convey
complex geopolitical issues, they also present risks that threaten the credibility of public
diplomacy. The ability of Al-generated images to manipulate public perception, and spread
misinformation raises urgent questions about authenticity and accountability in international
relations (Scharre et al., 2018). Current legal frameworks are struggling to keep pace with this
evolving technology, leaving gaps in regulation and enforcement that make it difficult to

prevent misuse. As governments and organizations attempt to address these challenges, the
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ethical and legal responses remain fragmented, highlighting the urgent need for clear global
standards that balance the risks and benefits of Al-generated visuals in diplomacy (Bankins

and Formosa, 2023).

The rise of deepfake technology, which allows for the realistic modification of images
and videos, has already demonstrated its potential to distort political discourse. In diplomatic
contexts, an Al-generated image showing a falsified military action, a fabricated agreement
between foreign leaders, or an altered portrayal of civil unrest can influence international
reactions before fact-checking mechanisms can intervene. This not only has the potential to
damage bilateral relations but also undermines the fundamental principle of informed

decision-making in diplomacy (Byman et al. 2023).

Another major ethical issue is the difficulty in ensuring accountability when Al-
generated images are used in diplomatic deception. Unlike traditional media, where
responsibility for misinformation can often be traced to specific actors such as journalists or
political organizations, Al-generated content can be created and distributed anonymously.
This makes it easier for both state and non-state actors to engage in disinformation campaigns
while avoiding direct accountability. Social media platforms act as both facilitators of
international dialogue and amplifiers of Al-generated misinformation. Governments
increasingly rely on digital platforms to shape public opinion (“The Rise of Digital
Diplomacy: Social Media’s Impact on International Relations | Schiller International
University”, 2024), yet these very same platforms enable the rapid spread of synthetic Al-
generated content that have the potential to distort reality. The lack of ethical responsibility in
the use of Al-generated images poses a severe challenge to diplomatic integrity, as false
narratives can be spread with little risk of legal consequences. This raises the question of how
governments can implement ethical standards that prevent Al-generated misinformation from

being weaponized while still preserving the legitimate uses of Al in public diplomacy.
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From a legal standpoint, existing international frameworks are largely inadequate
when it comes to addressing Al-generated images in diplomacy. Current regulations focus
primarily on cybercrime, digital privacy, and traditional media ethics, but they do not
sufficiently cover the risks associated with Al-driven misinformation. The European Union’s
General Data Protection Regulation (GDPR), for example, includes provisions on digital
content manipulation, but its enforcement mechanisms remain limited when applied to Al-
generated visuals in public diplomacy (Wolford, 2018). Similarly, the United Nations has
made broad calls for the responsible use of Al in governance, but there are no binding
international agreements that directly regulate the use of Al-generated images in diplomatic
communication (“Al Watch: Global Regulatory Tracker - United Nations | White & Case
LLP” 2024). The absence of comprehensive legislation allows synthetic media to be deployed

in ways that can undermine international stability with minimal legal repercussions.

Several countries have attempted to introduce national laws addressing Al-generated
misinformation, but these measures remain inconsistent. In the United States, the National
Defense Authorization Act includes provisions requiring research into deepfake detection and
misinformation countermeasures, but it does not impose strict penalties for the dissemination
of Al-generated falsehoods (Chipman and Preston, 2019). In China, where Al technology is
heavily regulated, new laws require companies to disclose Al-generated content, yet
enforcement is primarily focused on domestic political stability rather than international
diplomatic integrity (Growcoot, 2024). The lack of a coordinated global response means that
while some governments take steps to mitigate the risks of Al-generated misinformation,
others exploit these technologies for strategic advantage. This imbalance further complicates
efforts to create a unified legal framework that addresses the ethical and security concerns

posed by synthetic media in public diplomacy (Pauwels, 2020).
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Another legal challenge is the question of jurisdiction. Al-generated images, like other
forms of digital content, can spread rapidly across borders, making it difficult to determine
which country’s laws should apply when misinformation influences diplomatic relations.
International bodies such as or under The United Nations do not yet have established
precedents for dealing with Al-generated diplomatic misinformation, leaving a major gap in
global governance (“Al Watch: Global Regulatory Tracker - United Nations | White & Case
LLP”, 2024). Without clear jurisdictional guidelines, accountability for Al-driven deception
remains elusive, creating an environment where misinformation can thrive without

meaningful consequences.

Despite these challenges, there are steps that can be taken to develop ethical and legal
frameworks that mitigate the risks of Al-generated images in public diplomacy. One approach
is the establishment of global transparency standards that require Al-generated visuals to be
clearly labeled as synthetic content. If international organizations such as the United Nations,
the World Economic Forum, or the G7 were to implement binding agreements mandating Al
transparency in diplomatic communication, it would become easier to distinguish between
authentic and manipulated visuals. Transparency measures would not completely eliminate
the risks associated with Al-generated images, but they would at least provide an additional
layer of verification that could prevent the spread of misinformation before it influences

diplomatic decision-making.

Advances in Al-detection technology have made it possible to identify synthetic media
with increasing accuracy, and several tech companies have already begun integrating
detection tools into their platforms. However, the deployment of these tools remains
inconsistent, and there is no legal mandate requiring governments or social media companies
to implement Al-detection mechanisms at scale. Some jurisdictions are taking steps toward

regulation, such as Spain - The government has approved a draft law imposing substantial
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fines on companies that fail to label Al-generated content adequately. This measure aims to
curb the use of "deepfakes" and aligns with the European Union's Al Act guidelines. Non-
compliance is classified as a "serious infringement," with penalties reaching up to €35 million
or 7% of the company's annual global turnover (Reuters, 2025).To effectively regulate Al-
generated content in public diplomacy, legal frameworks should include provisions requiring
the integration of Al-detection technology in all major platforms where diplomatic narratives

are shaped, including news media, government press releases, and international policy forums.

There is also a need for stronger penalties and enforcement mechanisms for those who
use Al-generated images to spread misinformation in diplomatic contexts. While existing
defamation and cybercrime laws may cover some aspects of Al-driven deception, they do not
fully account for the unique nature of synthetic media. Governments should consider passing
legislation that specifically criminalizes the intentional dissemination of Al-generated
misinformation in ways that influence international relations. Legal frameworks could also
impose sanctions on state or non-state actors that engage in Al-driven disinformation
campaigns, ensuring that diplomatic misinformation carries real consequences (UNESCO,

2023).

The ethical and legal challenges posed by Al-generated images in public diplomacy
require urgent attention. While some governments and international organizations have begun
addressing these concerns, current regulations remain inadequate and fragmented. A more
coordinated global response is needed, including the development of transparency standards,
Al-detection mandates, and stricter legal consequences for those who exploit Al-generated
visuals for diplomatic deception. Without these measures, Al-generated images will continue
to shape international narratives in ways that threaten the integrity of diplomatic

communication (UNESCO, 2023).
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Conclusion

Al-generated images have a significant influence on global diplomacy in narrative
creation, public perception manipulation, and decision-making. They help facilitate
diplomatic communication and humanitarian actions but also run the risk of spreading
misinformation and effecting propaganda. Finding an appropriate balance between innovation
and ethical safeguards would allow us to manipulate Al in a way that works against its threats

on global stability.

In the grand theater of global diplomacy, where words are carefully chosen and
gestures meticulously calculated, images now speak louder than ever before, even when
artificially created. This paper has explored the profound influence of Al-generated visuals in
diplomacy, revealing both their power and their peril. Through case studies, it is seen how Al
images can manipulate narratives, erode trust, and fuel misinformation, but also how they can
ignite movements, amplify voices, and demand global attention to urgent crises. This duality
between deception and advocacy, leaves us at a crossroads: will Al-generated visuals be a tool
for greater transparency, or a weapon of mass distortion? Perhaps, in this uncertainty, there is
also a call to action. The future of Al in diplomacy is not predetermined; it is still being
written. Regulation, media literacy, and ethical Al development must become global
priorities, not afterthoughts. Because in the end, diplomacy is not just about politics—it is
about people. And if people lose control of the narratives that shape the world, they risk losing

more than just trust. They risk losing the very foundation of peace itself.
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What is uncovered in this research is not just the growing presence of Al in
diplomacy, but a deeper, more unsettling reality: truth itself is becoming negotiable. A well-
placed Al-generated image can turn victims into aggressors, peace into war, and reality into
whatever best serves those who control the technology. Public diplomacy, which thrives on
connection and persuasion, now faces a fundamental challenge—nations communicating on
the very mediums that can no longer be trusted, people forming opinions when the images

may be nothing more than digital illusions.

And yet, for all its dangers, Al is not inherently destructive. It is a tool; one that can be
wielded for transparency as much as deception. It can give a voice to the unheard, expose
hidden atrocities, and bring global attention to crises that might otherwise be ignored. To
ensure that Al serves diplomacy rather than disrupts it, the world must act. Stronger ethical
guidelines, media literacy, and international cooperation are no longer optional—they are the
only way forward. Because diplomacy is not built on algorithms or technology. It is built on
people, on trust, and on the belief that what is seen and heard still matters. If Al is allowed to
take that away, the world risks far more than just misinformation. It risks losing the very

essence of diplomacy itself.
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